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PekoMeHaLmMmM Mo 3almTe MHopMaLmmn B LIENSX NPOTUBOAENCTBUS
He3aKOHHbIM (hMHAHCOBbLIM OMnepaLmsm

B cBA3n ¢ npvMeHeHnemM nuuamu, nonb3yowmmMmucsa yenyramm OO0 MK «MpocTtoEHBI M» (nanee
- K/MEHTbIl) aBTOMaTU3MPOBAHHbLIX CUCTEM [N MOMyYeHUs, MOATOTOBKM, 06paboTKu, nepefayun v XpaHeHWs
MH(OpPMaLMKN B 3/1EKTPOHHOM (hopMe, B TOM YMUC/e MH(OPMALIN:

- COfepKalleil MepcoHabHble AaHHbIE KNMEHTA U UHbIX ML,

- COfepxKalLeics B JOKYMeHTax, COCTaBNSeMbIX MPU OCYLLEeCTBeHUN (DUHAHCOBbIX OnepaLuii;

- MCNOMb3yeMO AN aBTopu3auum B LieNsSX OCYLLECTBAEHUS (MHAHCOBLIX onepauuii U yA0CTOBEPEHNS
rnpaBa pacrnopsXXatbCa AeHEXHbIMU CPeACcTBaMU, LeHHbIMU GyMaraMun Uin HbIM UMYLLIECTBOM;

- 006 OCyLLeCTBIEHHbIX (IMHAHCOBbLIX OMepaumsx;

- K/IHOYeBOV MH(oOpMaLMy CPeACcTB KPUMTOrpagvyeckoi 3awyTbl MHGOPMaLMU NpY OCYLLECTBIEHUN
(hMHaHCOBbIX onepauuii (KpunTorpauyeckune Kaoun),

panee - nHhopmauusa, OO0 M®PK «MpoctoAEHBI M» npeaynpexaaet KAMEHTOB O HEOOXOAMMOCTM
OCYLLECTBNATbL  3aWMTy  MH(pOpMauMm B CBA3WM C  HaIMUYMEM  BO3MOXHbLIX — PUCKOB  MOJyYeHWs
HECaHKLMOHMPOBAHHOrO [OCTyNa K Heli C Lenblo OCYLUECTB/IEHUS (PUHAHCOBBLIX Onepauuii nnuamu, He
067120 MMM NPaBOM MX OCYLLECTB/IEHMS, U C 3TOM LieNbl0 PEKOMEHAYET CrieaytoLLee:

1. insa npenoTBpaLLeHns HeCaHKLMOHMPOBAHHOIO A0CTYNa K 3allyLLaeMor MHGopMaLmn:

1) He coobwiatb MOCTOPOHHWM NLaM, B TOM 4yucne B CETU VIHTEpHET, MepcoHa/IbHble AaHHble WK
MHOpMaUMo 0 (PMHAHCOBBLIX oOMepauuax, 0 GaHKOBCKMX KapTax (cyetax), /IOrMHbl M Maponn LOCTynos,
NCTOPMIO OMnepawLmii, TaK Kak 3TU AaHHble MOTYT BbITb NepexBayeHbl 3/10YMbILLIEHHUKAMW 1 UCMO/b30BaHbI AN
NONyYeHMs JOCTYNa K 3aLimLLaemoli UHpopMaLmu.

2) He 3anucbIBaTb NIOTMH W Napo/b Ha Gymare, MOHWUTOPE, KNaBMaType W UHbIX YCTPOICTBAX, Aanee -
YCTPOICTBA), C MCMO/b30BaHNEM KOTOPbIX OCYLLECTBASKOTCS (MHAHCOBbIE OMEPaLIN.

3) He MCMonb30BaTh (YHKLMIO 3aNOMUHAHUS OFWMHA 1 Maponsi.
4) He MCNonb30BaTh OAMHAKOBbIE NIOTMH W Napo/b ANs AOCTYNa K PasfMUHbIM CUCTEMAM.

5) Vicnonb3oBaTb CMOXHOCOCTABHbIE Mapo/iv, KOTOPble COAEPXXAT MPOMUCHbIE U CTPOUHblE GYKBbI, a
TaKxe cneyyanbHble CUMBOIbI, Y HE COCTOAIT UCK/TKOUNTENBHO 13 UMEH, HOMEPOB TeNeOHOB 1 MaMSATHBIX faT.

6) PerynspHo npovsBoanTb CMeHy Naposei.

7) Mo BO3MOXHOCTY COBEpLUAaTb OMepauunm TOMbKO CO CBOEr0 /IMYHOTO CpeAcTBa AOCTyMa B LENsX
COXPaHEHUs! KOH(MAEHLMANIbHOCTY NEPCOHa/IbHBIX AaHHbIX 1 UHOM 3aLLMLLIAEMOI MHDOPMALN.

8) 3aBepLiaTb CeaHC pPaboTbl C 3MEKTPOHHLIMM CETEBbIMM pecypcamu, UCMOMb3ysi COOTBETCTBYHOLLWMI
MYHKT MeHI0 (Hanpumep, «BbIATH).

9) Mpu nepefade MHPOPMALIMK C UCTIO/NL30BAHMEM YYXKUX KOMMBIOTEPOB WM MHBIX CPEACTB A0CTyna,
He COXPaHSTb Ha HKX MepCOHa/bHbIE AaHHble W APYry0 MHAOPMALMIo, a NMoc/e 3aBepLUeHns BCeX onepaLmii
y6eIUTHCA, UTO NMEPCOHa/bHbIE aHHbIE W ApYyras UHAOPMALIMS He COXPAHWC.

10) He nepegaBaTb HMKaKol NePCOHaNIbHON 1 MHOW KOH(MAEHLMaIbHOW MHAOpMaLyn Npy NOyYeHN
MMCEM MO 3NEKTPOHHONM MO4Te OT SKOObI NpeacTaBuTeneli 6aHKOB U MHbIX (PMHAHCOBbLIX OPraHM3aLuWii, ecnu
NoMly4YeHne TaKnx NMCeM MHULMNPOBAHO He Bamu.



11) He nepexofuTb MO CCbIKaM B TaKMX MIUCbMaXx, HE OTKPbIBAaTb B/IOXKEHHbIE MPUMOXEHUS (Takue
Pecypcbl MOFYT COAEpPXKaTb BPeJOHOCHOE NMPOrpaMMHOE 0BecreyeHue).

12) He 3BOHUTb M0 TenedhoHaM yKasaHHbIM B MOAOGHbLIX MUCbMaXx, U He 0TBeYaTb Ha HIX.

13) [1ns cBsA3K 1CMo/b30BaTb HOMEPa TeNeoHOB 1 3/IEKTPOHHbIE afpeca, YKas3aHHbIE Ha OMLMaibHbIX
caiiTax Bnafe/nbLeB (MHAHCOBbLIX CEPBIICOB.

14) Mpy perncTpaumm Ha UHTEPHET-CaliTax BCerga WM3MeHsTb Mapo/v, KoTopble npuxoaaT Bam mo
3NEeKTPOHHOI MouTe.

15) KoHTponupoBaTb  KOH(Mrypauuio YCTPOICTBA, C WCMO/b30BaHMEM KOTOPOrO COBEpLLAKTCA
[enCcTBuUA B LeNAX OCYLLECTBNEHWS (DMHAHCOBOW onepauuu. He 3anyckaTb Ha CBOEM KOMMbOTEpPe, TesedoHe
WM WMHOM YCTPOIACTBE, COAEPXKAlleM aBTOMATU3MPOBAHHYHK CUCTEMY, He 3aC/yXMBalOLMX [0Bepus
NCTOYHWKOB.

16) cnonb3oBaTb aHTUBMPYCHOE MNPOrpaMMHOE OOecneyveHMe UM MEXCETEBble 3KpaHbl C Lefblo
CBOEBPEMEHHOr0 06HAPYXXEHWA BO3/EWCTBISA BPEAOHOCHOIO KoAa

17) PerynsipHo Npou3BoAnTb 0GHOBEHUE CUCTEMHBIX U MPUKIaAHbIX NPOrpaMMHbIX CPEACTB.

18) B cnyyae 06Hapy>eHUs MOAO3PUTENbHLIX [EACTBWIA, COBEPLUEHHbIX B aBTOMATU3MPOBAHHON
CUCTEMe YCTPOICTBa, He3aMef/MTeNIbHO CMEHWTb NOTMH WM Napofb M coobwmTb 06 3atom OO0 M®K
«lMpocToAEHBLI N».

19) Mpn yTpate (NOTepe, XWULLEHWW) K/IMEHTOM YCTPOICTBA, C WCMO/Mb30BAHMEM KOTOPOrO WM
COBEpLUAINCb AENCTBUA B LIENISIX OCYLLECTBMEHMS (DMHAHCOBOM Ornepauun - He3aMefMTeNlbHO CO0OLWMTb 00
3TOM AoCTynHbIMK cpeacTBamm cBasy OO0 MOK «[MpocTto4EHBI N».

20) Mpy HaMMUMN HECAHKLMOHUPOBAHHbIX AEVCTBUIA C AEHEXHbIMU CPeACTBaMM, UHbLIX HE3aKOHHbIX
(hMHAHCOBbLIX OMepaLuii - He3aMeAnUTENbHO MOAATb 3asBNEHME O AaHHOM (hakTe B MPaBOOXPAHWUTE/bHbIE
OpraHbl 1 COXPaHWTb [0KAa3aTeNbCTBA TaKUX AeCTBMIA B YCTPOIACTBE.

2. Ans 3alimTbl OT BO3AEWCTBMS MPOrpaMMHbIX KOAOB, MPUBOAALLMX K HApyLUEHMIO LUTATHOrO
(DYHKUVOHMPOBAHNSA  CPEACTBA  BbIYUC/IUTENIbHON  TeXHWKM  (BPEAOHOCHBLIN Ko@), B Lensix
NPOTVMBOAEVCTBUNA HE3AKOHHBIM (BUHAHCOBLIM OMepaLusaM:

1) B aBTOMAaTW3MpOBaHHOM cuUCTeMe YCTpoiicTBa KnveHTa  JO/MKHbI MPUMEHSTLCS TOMbKO
oMLMaNbHO NPUOBPETEHHbIE CPEACTBA aHTUBMPYCHON 3aLLUTI.

2) YcTaHOBKa W perynsipHoe OOGHOBMEHWE CPeACcTB aHTVBMPYCHOW 3alyTbl  [OMKHbI
OCYLLIECTB/IAITLCS B COOTBETCTBUM C TEXHUYECKOW AOKYMEHTaLWEN.

3) B uensx 06ecrneyeHnst aHTUBMPYCHOW 3aliUTbl MPOW3BOAMTCS aHTUBMPYCHbIA KOHTPO/b
aBTOMATW3POBaHHO CUCTEMbI Y CTPOICTBA.
[ N N
4) O6s3aTeNIbHOMY aHTUBMPYCHOMY KOHTPO/HO NOAJIEXUT BCA MH(OpMaLys.

5) K NpvMeHeHMIo JOMyCKatTCA TONbKO NINLEH3MOHHbIE aHTUBMPYCHbIE CPELCTBA.

6) Mpn paboTe C WMHbIMU HOCUTENSAMM MH(OPMaUUM HEOOXOAMMO Meped Hadanom paboTbl
OCYLLECTBMTb MX NPOBEPKY Ha NMPeAMET OTCYTCTBMSI KOMMbIOTEPHBIX BUPYCOB.

7) 3awmTa OT BMPYCOB COCTOMT M3 HECKO/IbKMX 3TarnoB. Ha nepBoM 3Tane BbIMNOHAKOTCA
perynspHble npogmnakTnyeckme paboTbl MO BbISB/IEHMIO BMPYCOB. Ha BTOpOM 3Tane npou3BoaMTCS
aHaM3 cutyauum nposefieHuUss Bupyca (BMPYCOB) W MPUYUMHBI NOSIBAEHMS. Ha TpeTbem aTane
BbIMOJ/IHAETCA YHUUTOXEHME BUpYyca (BMPYCOB) M3 aBTOMATM31POBAHHON CUCTEMbI Y CTPOIACTBA.

8) ApnbIK Ana 3anycka aHTUBMPYCHOW NPOrpaMMbl A0/MKEH ObITb BbIHECEH Ha OCHOBHOI 3KpaH
YcTpoiicTBa.

9) O6GHOB/EHVE aHTUBMPYCHBIX NaKEeTOB OCYLLECTBASETCA HA MOCTOSIHHOM OCHOBE.



10) KNWEHT JO/MKeH OCYLLECTBNSATL PErYNSAPHbI KOHTPOb PAaBOTOCNOCOGHOCTU aHTUBMPYCHbIX
nporpamm, 06ecneynTb HEeBO3MOXHOCTb CaMOBO/IbHOTO, SIM60 HECaHKLIMOHWMPOBAHHOIO OTK/YEHNS
CpeacTB aHTMBMPYCHOW 3aLLWTbI.

11) Hactpoiika napameTpoB  CPeACTB  aHTVBMPYCHOTO  KOHTPOMS  OCYLUECTB/SETC B
COOTBETCTBUW C PYKOBOACTBAMM MO NPUMEHEHNHO KOHKPETHbIX aHTUBMPYCHBIX CPeaCTB.

12) Ocoboe BHWMaHWE [OMKHO OblTb  YAENEHO aHTMBMPYCHON (mnbTpaummn Tpaguka
3NIEKTPOHHOI 0 NOYTOBOro 06MeHa.

13) /lydwieidi nNpaKkTUKON SIBASETCS MOCTPOEHWME  3LUENOHUPOBAHHOW  LIEHTPaSM30BaHHOM
CUCTEMbl aAHTMBMPYCHOWN 3alMTbl, MpeAycMaTpuBatoOLeli WCMoNb30BaHWe CPeacTB aHTUBMPYCHOM
3aWMThI Pa3INYHLIX NPOU3BOAUTENEA N MX pPa3fe/ibHYH YCTaHOBKY B aBTOMATWU3MPOBAHHOW CUCTEME,
MOYTOBbLIX PECYpPCax Y MEXCETEBLIX IKpaHax.

14) AHTMBMpPYCHas mporpaMMa AO0/MKHa 06ecrneynBaTb COXpaHeHVe 6e30MacHOro COCTOSHMA
aBTOMATM3MPOBaHHOM CUCTEMbI MPU CBOMX COOAX.



